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1.0 Introduction to Security

Whenever you create systems that store and retrieve data, the importance of providing secure
access to the data and of having afine level of control over such data access becomes clear the
first time a user needs to access the data. Does this user have the proper authority to see the data?
Should the user be able to load new data or update existing data in the system? Questions like
these (and their answers) are necessary to provide the basis for the security requirements for your
application.

MarkLogic Server includes a powerful role-based security model which has the flexibility to
protect your data according to your application security requirements. There is always a trade-off
between security and usability. If a system has no security, then it is open to malicious or
unmalicious unauthorized access; if a system istoo locked down, however, then it might become
too difficult (or impossible) for the people who need to use it. Before implementing your
application security model, it isvery important to understand the core concepts and featuresin the
MarkLogic Server security model. This chapter introduces those concepts and includes the
following sections:

*  Security Overview

e Components of the Security Model

e Terminology

1.1 Security Overview

This section provides an overview of the three main principles used in security in aMarkLogic
Server database:

e Authentication
¢ Authorization

e  Administration

1.1.1 Authentication

Authentication is the process of verifying user credentials for a named user. In other words,
authentication makes sure you are who you say you are. Users are typically authenticated with a
username and password. Every request to MarkLogic Server isissued from an authenticated user.
There are several ways to set up server authentication in MarkL ogic Server. Authentication
simply verifies user credentials and associates that session with the authenticated user; it does not
grant any access or authority to perform any actions on the system. For details on authentication,
see “Users and Authentication” on page 32.
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1.1.2 Authorization

Authorization provides the mechanism to control document access, X Query code execution, and
document creation. In other words, given the user who you are authenticated as, authorization
allowsthe system to control what you are alowed to do. For example, authorization isthe process
that can allow the user named Melanie to be able to read and update a document, the user named
Roger to only be able to read the document, and the user named Hal to not even have accessto the
document. Authorization is used to protect documents and to protect the execution of XQuery
code. For details on authorization in MarkLogic Server, see “URI Privileges and Permissions on
Documents’ on page 18 and “ Execute Privileges and Amps’ on page 29.

1.1.3 Administration

Administration is the process of defining users, roles, privileges, and permissions to set up your
security policies. Administration is used to create and manage the objects used in authentication
and authorization. For details on how security administration works in MarkLogic Server, see
“Security Administration With the Admin Interface and X Query Functions’ on page 10 and the
Administrator’s Guide.

1.2 Components of the Security Model

The MarkLogic Server security model isvery flexible, allowing you to set up application security
with the level of granularity dictated by your security requirements. The security model has the
following components:

* Role-Based Security Model (Authorization)

e Access Control With the Security Database

e Security Administration With the Admin Interface and XQuery Functions

1.2.1 Role-Based Security Model (Authorization)

Roles are the central point of authorization in the MarkL ogic Server security model. Privileges,
users, other roles, and document permissions all point to roles. The following figure shows how
each of these entities points into one or more roles.
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Privileges \‘ '/ Other Roles

Roles

Document
Permissions

Users

Privileges are assigned zero or more roles, roles are assigned to zero or more other roles, and
users are assigned to zero or more roles. Documents are assigned permissions based on roles and
capabilities (read, insert, update, execute). Usersinherit the sum of all of the privileges and
permissions from their roles.

There are two types of privileges: URI privileges and execute privileges. URI privileges are used
to control the creation of documents with certain URIs. Execute privileges are used to protect the
execution of functionsin XQuery code. A privilegeislike adoor and, when the door is locked,
you need to have the key to the door in order to open it. If the door is unlocked (no privileges),
then you can walk right through. The keys to the doors are distributed to users through roles; that
is, if auser inherits a privilege through the set of roles to which she is assigned, then she has the
keys to unlock those inherited privileges.

Permissions are used to protect documents. Documents are assigned permissions, either at load

time or as a separate administrative action. Each permission is a combination of aroleand a
capablllty (read, insert, update, execute).

Permission

Capability
Role (read, insert,
update, OF execute)

Release 4.2 —October, 2010 Understanding and Using Security Guide—Page 8



MarkLogic Server Introduction to Security

Users assigned the role corresponding to the permission have the ability to perform the capability.
You can set any number of permissions on a document.

For more details on how roleswork in MarkL ogic Server, see“Roles and the Role-Based Security
Model” on page 12. For more details on privileges and permissions, see “URI Privileges and
Permissions on Documents” on page 18.

1.2.2 Access Control With the Security Database

The security database is a MarkL ogic Server database in which the user data, privilege data, role
data, and other security information is stored. Each database in MarkLogic Server references a
security database. A database named Security is created as part of the installation process, and the
Security database functions as the default security database.

The following figure shows that many databases can reference the same security database for
authentication and authorization.

Database 1 \‘

Security Database

Database 2 > (contains user data,
privilege data, role
data)

Databasen

The security database is accessed to authenticate users and to control access to documents. For
details on authentication, the security database, and ways to administer objects in the security
database, see “Users and Authentication” on page 32 and “ Administering Security” on page 34.
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1.2.3 Security Administration With the Admin Interface and XQuery
Functions
MarkLogic Server administrators are privileged users who have the authority to perform tasks
such as creating/del eting/modifying users, roles, privileges, and so on. These tasks change or add
datain the security database. Users who perform these tasks must have the security role, either
explicitly or by inheriting it from another role (for example, from the aamin role). Typically, users
who perform these tasks have the aamin role, which provides the authority to perform any tasksin
the database. Use caution when assigning users to the security and/or aamin roles; users who
belong to the admin role can perform any task on the system, including deleting data.

There are two main ways to administer security in MarkLogic Server: using the Admin interface
and using the XQuery functions supplied to administer security. For details on administering
security, see “ Administering Security” on page 34.

1.3 Terminology
This section defines the following terms, which are used throughout the security documentation:

C

se

-

By

ole

e Execute Privilege

* URI Privilege

*  Permission

1.3.1 User

A user isanamed entity used to authenticate arequest to an HTTP, WebDAV, or XDBC server.
For details on users, see “Users and Authentication” on page 32.

1.3.2 Role

A roleisanamed entity that provides authorization privileges and permissionsto other roles or to
users. Roles can include assignments to other roles (which can in turn include assignments to
other roles, and so on). Roles are the fundamental building block with which you build your
security policies. For details on roles, seeRoles and the Role-Based Security Model” on page 12.

1.3.3 Execute Privilege

An execute privilege provides the authority to perform a protected action. Examples of protected
actions are the ability to execute a specific user-defined function, the ability to execute a built-in
function (for example, xdmp : document - insert), and S0 on. For details on execute privileges, see
“Execute Privileges and Amps’ on page 29.
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1.34 URI Privilege

A URI privilege provides the authority to create documents within a base URI. When a URI
privilege exists for abase URI, only users with roles assigned to the URI privilege can create
documents with URI s starting with the base string. For details on URI privileges, see “URI
Privileges and Permissions on Documents” on page 18.

1.3.5 Permission

A permission provides arole with the capability to perform certain capabilities (read, insert,
update, execute) ON @ document or a collection. Permissions are assigned to documents and
collections. For details on permissions, see “URI Privileges and Permissions on Documents’ on

page 18.
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2.0 Roles and the Role-Based Security Model

MarkLogic Server uses arole-based security model. Each security entity is associated with arole.
This chapter describes the components of the role-based security model and includes the
following sections:

e Understanding Roles

* The admin and security Roles

* Example—Introducing Roles, Users and Execute Privileges

2.1 Understanding Roles

As described in “Role-Based Security Model (Authorization)” on page 7, roles are the central
point of authorization in MarkLogic Server. This section describes how the other security entities
relate to roles, and includes the following sections:

e Assigning Privileges to Roles

¢ Associating Permissions With Roles

e Default Permissions in Roles

¢ Assigning Users to Roles

e Roles, Privileges, Document Permissions, and Users

2.1.1 Assigning Privileges to Roles

Privileges are used to control access to XQuery code (execute privileges) or to control access to
creating documentsin agiven URI range (URI privileges). You associate roles with privileges by
assigning privilegesto roles.

2.1.1.1 Execute Privileges

Execute privileges allow developers to control authorization for the execution of an XQuery
function. You can add code to any user-defined X Query function to check if the user executing the
code has acertain privilege. That privilege is assigned to a user through arole. Also, there are
many execute privileges predefined in the security database to control authorization to execute a
variety of built-in XQuery functions.

For more details on execute privileges, see “ Execute Privileges and Amps’ on page 29.
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2.1.1.2 URI Privileges

URI privileges control authorization for creation of a document with a given URI prefix. In order
to create a document with a prefix that has a URI privilege associated with it, a user must be part
of arole to which the needed URI privilege is assigned.

For more details on how URI privileges interact with document creation, see “ URI Privileges and
Permissions on Documents” on page 18.

2.1.2 Associating Permissions With Roles

Permissions are characteristics of documents that associate a role with a capability (read, insert,
update, OF execute). UsSers gain the authority to perform these capabilities on a document if they
are part of aroleto which apermission is associated.

For more details on how permissions interact with documents, see “ Permissions on Documents”
on page 19.

2.1.3 Default Permissions in Roles

Roles are one of the places where you specify default permissions. Default permissions are used
when creating documents. They are a set of initial permissions that are applied to a document at
the time the document is created (if specific permissions are not explicitly specified). The system
determines the default permissions for a user based on the roles the user is part of, calculating the
total set of default permissions from al inherited roles.

For more details on how default permissions interact with document creation, see “ Default
Permissions’ on page 22.

2.1.4 Assigning Users to Roles

When accessing a database, users are authenticated against the security database associated with
that database. Roles are the mechanism from which authorization entities (privileges,
permissions, default permissions) are carried to code and documents. You assign a user to roles,
and the roles provide that user with the authority to perform actions against code and documents.
Theroles provide the user with a set of privileges and permissions. At any given time, a user
possesses this set of privileges and permissions; this authorization set is the sum of all of the
privileges and permissions inherited from all of the roles to which that user is currently assigned.
Use the Admin interface to display the set of privileges and permissions for a given user; do not
try and calculate it yourself asit can easily get fairly complex when a system has many roles.

For more details on users, see “Users and Authentication” on page 32.
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2.1.5 Roles, Privileges, Document Permissions, and Users

Privileges, document permissions, and usersall interact with rolesto define your security policies.
The following diagram shows an example of how these entities interact.

Documentl
Privl
Permissions Acti OP 1S
B one or:
Role Action: read
Role3 update insert
Rolel . update
Priv2 — Role ACtIOﬂ. execute
insert
 — Role Action:
read
Role2 4/

XQuery Function

xdmp:security-assert ("Privl")

Privl needed to
execute this function

Notice how all of the arrows point into the roles; that is because the roles are the center of all
security administration in MarkLogic Server. In this diagram, the user is part of Role2, and Role2
inherits Role3. Therefore, even though the user has only been assigned Role2, she possesses all of
the privileges and permissions from both Role2 and Role3. Following the arrows pointing into
Role2 and Role3, the user possesses Privl, Priv2, and insert and read permissions on
Document1.

Because the user possesses Privl (based on role inheritance), she will be able to execute code

protected With @ xdmp: security-assert ("Privi", "execute") Cal; users who do not have the
Privl privilege will not be able to execute such code.
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2.2 The admin and security Roles

MarkLogic Server has a special role named admin. The aamin role has full authority to do
everything in MarkLogic Server, regardless of any permissions or privileges set. In general, the
admin roleisonly for administrative activities and should not be used to load data and run
applications. Use extreme caution when assigning users the aamin role, because it gives them the
authority to perform any activity on the system, included adding or deleting users, adding or
deleting documents, changing passwords, and so on.

MarkLogic Server also has a built-in role named security. Users who are part of the security
role have execute privileges to perform security-rel ated tasks on the system using the functionsin
the security.xqy modulefile.

Note: The security role does not have enough privilegesto allow access to the Admin
interface; to access the Admin interface, a user must have the aamin role. The
security role does provide the privileges to execute functionsin the security.xqy
module file, which has functions to perform actions such as creating users,
creating roles, and so on.

2.3 Example—Introducing Roles, Users and Execute Privileges

Consider asimple system with two roles — engineering and sales. The engineering roleis
responsible for making widgets and has privileges needed to perform activities related to making
widgets. The salesroleisresponsible for selling widgets and has privileges to perform activities
related to selling widgets.

To begin, create two rolesin MarkL ogic Server named engineering and sales respectively.

The engineering role needs to be able to make widgets. You can create an execute privilege with
the name make-widget, and action URI http://widget.com/make-widget to represent that privilege.
The sales role needs to sell widgets so you create an execute privilege with the name sell-widget
and action URI http://widget.conmv/sell-widget to represent that privilege.

Note: Names for execute privileges are used only as display identifiersin the Admin
interface. The action URIs are used within XQuery code to identify the privilege.

Ron is an engineer in your company so you create a user for Ron and assign the engineering role

to the newly created user. Emily is an account representative so you create a user for Emily and
assign her the salesrole.
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In your XQuery code, use xdmp : security-assert (<action-uri>, <privilege-types>) tOensure
that only engineers make widgets and only account representatives sell widgets. For example:

xquery version "0.9-ml"
define function make-widget(...) as

{

xdmp: security-assert ("http://widget.com/make-widget",
"execute"), make widget...}

If Ron islogged into the application and executes the naxe-widget () function,
xdmp : security-assert ("http://widget.com/make-widget", "execute") succeeds since Ron is of
the engineering role which has the execute privilege to make widgets.

If Emlly attempts to execute the make-widget () function, xdmp: security-assert ("http://
widget .com/make-widget", "execute") throwsan exception. You can catch the excepti on and
handleit with atry/catcn in the code. If the exception is not caught, the transaction that called
this function is rolled back.

Some functions are common to several protected actions. You can protect such a function with a
single xdmp: security-assert () cal by providing the appropriate action URIsin alist. For
example, if auser needsto execute the count -widgets () function when making or selling widgets,
you might protect the function as follows:

xquery version "0.9-ml"

define function count-widgets(...) as
{
xdmp: security-assert ( ("http://widget.com/make-widget",
"http://widget.com/sell-widget"), "execute"),

count-widget. . .

}

If there is afunction that requires more than one privilege before it can be performed, place the
xdmp : security-assert () Callssequentially. For example, if you need to be a manager in the sales
department to give discounts when selling the widgets, you can protect the function as follows:

xquery version "0.9-ml"
define function discount-widget(...) as
{
xdmp: security-assert ( "http://widget.com/sell-widget",
"execute"),
xdmp: security-assert ( "http://widget.com/change-price",
"execute"),
discount widget. ..

}
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where nttp: //widget .com/change-price 1S an action URI for a change-price execute privilege
assigned to the manager role. A user needs to have the sales role and the manager role, which

provides the user with the sell-widget and change-price execute privileges, to be able to execute
this function.
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3.0 URI Privileges and Permissions on Documents

The MarkLogic Server security model has a set of tools used to control access to documents.
These authorization tools control creating, inserting into, updating, and reading documentsin a
database. This chapter describes those tools and includes the following sections:

e Creating Documents

* Permissions on Documents

e Securing Collection Membership

e Default Permissions

e Example—Using Permissions

3.1 Creating Documents

In order to have the authority to create a document in a MarkLogic Server database, a user must
possess the needed privileges to create a document with a given URI. The ability to create
documents based on the URI specified is controlled with URI privileges and with two built-in
execute privileges (any-uri and unprotected-uri). In order for auser to possess a privilege, the
user must be part of arole (either directly or indirectly, through role inheritance) to which the
privilege is assigned. This section describes these different privileges.

3.1.1 URI Privileges

URI privileges control the ability to create anew document with agiven URI prefix. Creating a
URI privilege with agiven URI protects that URI from new document creation; only users
possessing the URI privilege can create a new document with the prefix.

For example, the screenshot below shows a URI privilege with /widget.conVsales asthe
protected URI. Any URI with /widget.convsales asthe prefix will be protected, and users must be
part of the salesrole in order to create documents with URIs beginning with this prefix. In this
example, you need this URI privilege (or a privilege with at |east as much authority) to create a
document with the URI /widget.convsales/my_process.xml.
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New LRI Privilege ok | [ cancel

url privilege - Friviiage representation.

privilege name salss-uri-privilsgs
Privilege name (unigue)
Required. You must supply a value for privilege-name.

uri Favicioet comissless

A URI o protect.
Required. You must supply a value for action.

roles -- The roles assighed.

r acdmin

r admin-buiting

r domain-management
r filesystem-access
r merie

r pipeline-execution

r pipeline-tnanagement

r read

3.1.2 Built-In any-uri and unprotected-uri Execute Privileges
The following built-in execute privileges control the creation of URIs:

e any-uri
e unprotected-uri

The any-uri privilege provides the authority to create a document with any URI in the database,
even if the URI is protected with a URI privilege. The unprotected-uri privilege provides the
authority to create a document at any URI in the database except for URIs that are protected with
aURI privilege.

3.2 Permissions on Documents

Permissions on a document control access to capabilities (read, insert, update, aNd execute) ON
that document. Each permission consists of a capability and a corresponding role. This section
describes the capabilities for permissions and describes the ways to set permissions on a
document. It includes the following subsections:

e Capabilities Associated Through Permissions

e Setting Document Permissions
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3.2.1 Capabilities Associated Through Permissions

Permissions on a document pair arole with a capability, and you can add multiple permissions to
adocument. The capability provides any user who possesses the permission with the capability of
performing that action. Users possess these capabilities through roles; if the user is part of therole
(either directly or through inheriting the role) with the corresponding capability for a document,
then the user has that capability for the given document. Each permission associates arole with
one of the following capabilities:

* Read

e Update

* |nsert

e Execute
3.2.1.1 Read

The reaa capability provides the authority to see the content in the document. Being able to see
the content does not allow you to make any changes to the document.

3.2.1.2 Update

The update capability provides the authority to modify content in the document as well as delete
the document. However, it does not provide the authority to read the document; the ability to read
the document requires the addition of the reaa capability. Without reada capability, users with
update capability can call xdmp:document-delete () @Nd xdmp:document-insert () . HOwever, any
node update function (xdmp :node-replace (), xdmp:node-delete () and xdmp : node-insert () )
cannot be called. Node update functions require a node from the document as a parameter. If a
user cannot read the document, he cannot access the node in the document and supply it asa
parameter.

Thereisaway to get around the issue with node update functions. The update capability provides
the authority to change the permissions on a document. Therefore, you can use

xdmp: add-permissions () 10 add a new permission to the document with read capability for a
given role. Once the user has both read and update capabilities, heis able to call node update
functions.

Additionally, non-admin users (users who does not have the aanin role) must add update
permissions on documents when creating them; attempts to create a document without at least one
update permission will result in an xpve-MusTHAVEUPDATE €XCEption. You can create the
permissionsin avariety of ways, including options to various functions (as parameters to

xdmp : document - 1oad @Nd xdmp : document - insert, fOr exampl e), as default permission on a user or
role, or with the permissions APIs (for example, xdmp : document -add-permissions,

xdmp : document : set—permissions).
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3.2.1.3 Insert

The insert capability has a subset of the capabilities of the update capability. The insert
capability on adocument provides the authority to add new content to the document. The insert
capability by itself does not allow a user to change or remove an existing document (that is, calls
{0 xdmp : document -insert () and xdmp : document -delete () ON an existing document will fai |)
Furthermore, you need the read capability on the document to perform actions that use any of the
node insert functions (node—insert—before (), node-insert-after (), node-insert-child () ), as
explained above in the description for update. Therefore, a permission with an insert capability
must be paired with a permission with a read capability to be useful.

3.2.1.4 Execute

The execute capability on a document provides the authority to execute application code
contained in that document, if the document is stored in a database which is configured as a
modules database. Without possessing a permission with execute capability on a stored module,
users will not be able to execute that module.

3.2.2 Setting Document Permissions

When you create documents in a database, you must think about setting permissions on the
document. If adocument has no permission set on it, no one (other than users with the adgmin role)
can read, update, insert, or deleteit.

You can set permissions on a document in the following ways.

* You can explicitly set permissions on a document at load time (as a parameter to
xdmp : 1oad OF xdmp : document -insert, fOr exampl e).

* You can explicitly set and remove permissions on a document with the
xdmp : document -add-permissions, xdmp:document -set-permissions, and

xdmp : document -remove-permissions functions.

* You canimplicitly set the permissions on a document at document creation time based on
the default permissions of the user who creates the document.

For examples of setting permissions on documents, see “ Example—Using Permissions’ on
page 22.

3.3 Securing Collection Membership

Just like you can assign permissions to a document that map roles with capabilities (read, insert,
update, execute), YOU can also secure membership in collections by assigning permissions to
collections. The difference with collections is that you must use the Admin interface or the
security.xqy XQuery functions to assign permissions to collections; you cannot assign
permissions to collections implicitly with default permissions.

For more information about permissions on collections, see Collections and Security in the Search
Developer’s Guide.
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3.4 Default Permissions

When a document is created, it isinitialized with a set of permissions. If permissions are not
explicitly set (as a parameter t0 xdmp : 1oad OF xdmp : document - insert, fOr example), then the
permissions are set to the default permissions. The default permissions are determined based on
the roles assigned (both assigned explicitly and inherited from roles assigned to other roles) to the
user who creates the document and on any default permissions assigned directly to the user.

If userswill be creating documentsin a database, it isvery important to set up default permissions
for rolesto which that user is assigned. Without default permissions, it is easy to create documents
that no users (except those who are part of the aamin role) can read, update, or delete.

3.5 Example—Using Permissions

It isvery important to consider document permissions whenever you load content into a database,
whether you load data using the built-in functions (for example, xdmp: 10ad Or

xdmp : document - insert), WEDDAV (for example, dragging and dropping files into a WebDAV
folder), or a custom program to load data. In each case, setting permissions, whether explicitly or
using default permissions, is necessary if you have any security policies set up. This example
shows several ways of setting permissions on documents.

Suppose that Ron of the engineering roleis given the task to create a document to describe new
features that will be added to the next version of the widget. Once the document is created, other
users of the engineering role will contribute to the document and add the features they are
working on. lan, of the engineering-manager role decides that users of the engineering role
should only be allowed to read and add to the document. This enables | an to control the process of
removing or changing features in the document. The document will therefore be created with read
and insert permissions for the engineering role, and read and update permissions for the
engineering-manager role.

There are two ways to apply permissions to documents at creation time:

e Explicit Parameter

e Default Permission Settings

Release 4.2 —October, 2010 Understanding and Using Security Guide—Page 22



MarkLogic Server URI Privileges and Permissions on Documents

3.5.1 Explicit Parameter

Assume that the following code snippet is executed as Ron who has the engineering role. The
code inserts a document with read and insert permissions for the engineering role and update and
read permissions for the engineering-manager role.

xdmp : document -insert (" /widget .com/engineering/features/2004-gl.xml",
<new-featuress>
<feature>
<names>blue whistle</names>
<assigned to>Ron</assigned to>

</features>

</new-featuress>,

(xdmp:permission ("engineering", "read"),
xdmp:permission ("engineering", "insert"),
xdmp:permission ("engineering-manager", "read"),
xdmp:permission ("engineering-manager", "update")))

If you specify permissions explicitly to the function call, as shown above, those permissions
override any default permission settings associated with the user (through user and role
inheritance).

3.5.2 Default Permission Settings

If thereisaset of permission requirements that meets the needs of most application scenarios, we
recommend creating the appropriate default permission settings at the role or user level. This
avoids having to explicitly create and set document permissions each time you call xdmp:10ad ()

OF xdmp : document-insert ().

Default permission settings that apply to a user (either through arole or through the user
definition) are also very important when loading documents viaa WebDAV client (for example,
dragging and dropping into a WebDAV folder). When you drag and drop filesinto a WebDAV
folder, the permissions are automatically set based on the default permissions of the user in which
the WebDAV client islogged in. For more information about WebDAV servers, see the
Administrator’s Guide.

The screenshot bel ow displays a portion of the Role configuration screen for the engineering role.
It shows insert and update capabilities being added to the engineering role's default permissions.
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default permissions — The default set of permissions used in document creation.

role name (capability)

No Current Permissions.

[add] engineering + read -
[add] engineering ~ inzert -
[add] w read -

more permissions

A user’s set of default permissionsis additive; it isthe aggregate of the default permissionsfor all
of the user’srole(s) aswell as for the user himself. Below is another screenshot of a portion of a
User configuration screen for Ron. It shows read and update capabilities being added to the
engineering-manager role as Ron’'s default permissions at the user level.

default permissions — The default set of permissions used in document creation.
role name + capability
engineering-manager - update

engineering-manager - read -

~ read -

more permissions

Note: Ron hasthe engineering role and does not have the engineering-manager role. A

user does not need to have a certain role in order to specify that rolein its default
permission set.

You can aso use a hybrid of the two methods described above. Assume that read and insert
capabilities for the engineering role are specified as default permissions at the engineering role
level as shown in the first screenshot. However, update and read capabilities are not specified for
the engineering-manager at the user or engineering role level.
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Further assume that the following code snippet is executed by Ron. It will achieve the desired
objective of giving the engineering-manager role read and update capabilities on the document,
and the engineering role read and insert capabilities.

xdmp : document -insert (" /widget .com/engineering/features/2004-gl.xml",
<new-featuress>
<feature>
<names>blue whistle</names>
<assigned to>Ron</assigned to>

</features>

</new-featuress>,
(xdmp:default-permissions (),
xdmp:permission ("engineering-manager", "read")
xdmp:permission ("engineering-manager", "update")))

xdmp : default-permissions () returns Ron’s default permissions (all at therole level in this
example) of read and insert capabilities for the engineering role. Read and update capabilities for
the engineering-manager role are then added explicitly as function parameters.

Note xdmp:document-insert () tUrNSinto an update (rather than a create) function if a
document with the specified document URI aready exists. Consequently, if Ron
callsthe xdmp : document - insert () function the second time with the same
document URI, the call will fail since Ron does not have update capability on the
document.

Suppose that lan, of the engineering-manager role, decidesto give users of the salesrole read
permission on the document. (He wisely withholds update or insert capability or there will surely
be an explosion of features!) The code snippet below shows how to add permissionsto a
document after it has been created.

xdmp : document -add-permissions (
"/widget.com/engineering/features/2004-gl.xml",
xdmp :permission("sales", "read"))
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Update permission is needed to add permissions to a document. Therefore, the code snippet will
only succeed if executed by lan, or another user of the engineering-manager role. This prevents
Ron from giving Emily, his buddy in sales, insert capability on the document.

Note: Changing default permissions for arole or a user does not affect the permissions
associated with existing documents. To change permissions on existing
documents, you need to use the permission update functions. See the MarkLogic
Server built-in documentation for details.
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4.0 Compartment Security

The MarkLogic Server security model includes the concept of compartment security, which
allows you to specify more complex security rules on documents. This chapter describes
compartment security and includes the following sections:

¢ Understanding Compartment Security

* Configuring Compartment Security

e Sample Scenario for Compartment Security

To enable compartment security, alicense key that includes compartment security isrequired. For
details on purchasing a compartment security license, contact your MarkL ogic sales
representative.

4.1 Understanding Compartment Security

A compartment is a name associated with arole, and that name is used as an additional check
when accessing documents in a database or when using URI privileges; compartments have no
effect on execute privileges. Without compartment security, permissions are checked using OR
semantics. For example, if thereisareaa permission on adocument with the role roie1, and
another read permission on that document with the role ro1e2, then auser can read that document
aslong as she possesses either role1 Or role2. If those roles have different compartments
associated with them (fOf exampl €, compartmentl and compartment2, respectively), then the
permissions are checked using AND semantics for each compartment, aswell asan OR semantics
for each role without a compartment, and the user must possess both ro1e1 and ro1e2 to accessthe
document, as well as some other non-compartmented role that has a corresponding permission on
the document.

If any permission on adocument has a compartment, then the user must have that compartment in
order to access any of the capabilities, even if the capability is not the one with the compartment.

There must also be update permissions for some role corresponding to each compartment that is
represented in any other permissions (read, insert, execute) 0N the document. If you try to add
any read, insert, Of execute PermMissions that reference arole with a compartment to a document
for which thereisno upgaate permission with the corresponding compartment, then an exceptionis
thrown.

4.2 Configuring Compartment Security

You can only add a compartment for a new role. To add a compartment, enter a name for the
compartment in the compartment field.

You cannot modify an existing role to use a compartment; if you want to add a compartment to a
role, you must delete the role and re-create it with a compartment. If you do re-create arole, note
that any permissions you have on documents reference the old role (because they use the role ID,
not the role name), so if you want those document permissions to use the new role, you will need
to update those documents with new permissions that reference the new role.
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4.3 Sample Scenario for Compartment Security

This section describes a scenario that uses compartment security to help understand how it works.
The scenario is not meant to demonstrate the correct way to set up compartment security, as your
situation is likely to be unique. but it should demonstrate how the system works and give you
ideas for how to implement your own security model.

Consider the following scenario:

. compartment: country with r0|eSUS, Canada, and Mexico
e compartment: job-function with roles executive, Manager, Employee, aNd Administrator
. compartment: classification with rO|EStop—secret, secret, classified, and unclassified

* arole named can-reada With no compartment
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5.0 Execute Privileges and Amps

Execute privileges provide authorization control for executing X Query functions. There are
built-in execute privileges which provide access to certain protected functions such as xdmp: 10ad,
and you can create your own execute privileges to protect your own application code. You can
also temporarily allow a user to have more authority than they possess with an amp. This chapter
describes the following:

e Execute Privileges

e  Amps

5.1 Execute Privileges

If you want to protect the execution of an individual function in XQuery code, you can use
execute privileges. Execute privileges require that a user must possess a specific privilegein order
to run the protected code.

Note: Execute privileges operate at the function level; if you want to protect an entire
XQuery document that is stored in a modul es database, you can use execute
permissions. For details on execute permissions, see “Permissions on Documents”
on page 19.

This section describes aspects of execute privileges and includes the following parts:

e Using Execute Privileges

e Execute Privileges and HTTP, WebDAV, and XDBC Servers

e Execute Privileges When Creating and Updating Collections

51.1 Using Execute Privileges
The following are the basic steps in using execute privileges:

» Create the privilege.
» Assigntheprivilegeto arole.
» Write code to test for the privilege.

You create privileges and assign them to roles using the Admin interface. You use the built-in
function xdmp : security-assert in your XQuery code to test for a privilege. Adding the security
assert to XQuery code causes the system to test if the user running the code has the specified
privilege. If the user possesses the privilege, then the code continues to execute. If the user does
not possess the privilege, then the server throws an exception (which the application devel oper
can catch and handle, if desired).
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For example, if you want to create an execute privilege to control the access to an XQuery
function called aisp1ay-salary, you can use the Admin Interface to create an execute privilege
called a110w-display-salary and give the execute privilege any URI (for example,
http://my/privs/allow-display-salary). I henyou assign aroleto the privilege. Finaly, in your
display-salary XQuery function, include an xdmp: security-assert cdl to test for the
allow-display-salary execute privilege asfollows:

xquery version "1.0-ml";

declare function display-salary (
Semployee-id as xs:unsignedLong)

as xs:decimal

{

xdmp:security-assert ("allow-display-salary", "execute"),
}oi
51.2 Execute Privileges and HTTP, WebDAV, and XDBC Servers

You can also use an execute privilege to control accessto an HTTP, WebDAV, or XDBC server. In
the Admin interface, thereis a Privilege drop list on the server administration page. From there,
you can specify a privilege required for server access. Any users that access the server must then
possess the specified privilege. If auser tries to access an application on the server and does not
possess the specified privilege, an exception is thrown. For an example of using this technique to
control server access, see “Example: Using the Security Database in Different Servers’ on

page 37.

5.1.3 Execute Privileges When Creating and Updating Collections

If you create or update a document and add it to a collection, an execute permission isrequired. If
the collection is a protected collection (that is, a collection that is created using the

Admin Interface), then you either need permissions to update that collection or the
any-collection €xecute privilege. If the collection isan unprotected collection, then you need the
unprotected-collections €Xecute privilege. For details on adding collections while creating a
document, see the documentation for xdmp : document -1load, xdmp : document - insert, and

xdmp : document -add-collections iN the MarkLogic XQuery and XSLT Function Reference.

52 Amps

Amps are security objects that temporarily grant roles to unprivileged users. An amp grants the
roles only for the execution of a given function. While executing an “amped” function, the user
temporarily is part of the amped role, which in turn temporarily grant the user the additional
privileges and permissions given by the roles configured in the amp.

Amps alow you to grant users additional privileges and permissions at avery granular level—
executing a certain function. Assigning the user these additional roles permanently could
compromise the security of the system. Amps enable you to limit the effect of the additional roles
(privileges and permissions) to a specific function.
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For example, a user may need a count of all the documentsin the database in order to create a
report. However, the user does not have read permissions on all the documents in the database.
Therefore, queries run by the user will not “see” all the documentsin the database. You can use an
amp for the document -count () function to elevate the user to an aamin role (or to arole that has
read permissions for al documents) temporarily while the user is executing the function to count
the documentsin the system.

You use the Admin Interface to create amps. Amps are specific to asingle function in alibrary
module, which you specify by URI and local name when creating the amp. You can only amp a
function that residesin library module in the Modules directory (<install dirs/Modules) Or ina
library module stored in the Modules database for the server in which the function is executed,
you cannot amp functions in any other XQuery module (for example, you cannot amp a function
in amodule installed under the filesystem root of an HTTP server, and you cannot amp functions
that residein amain module). The reason that functions must reside in the Modules database or in
the Modules directory is because these |ocations are trusted; allowing amped functions from
under a server root or from functions submitted by a client can compromise security. For details
on creating amps, see the “ Security Administration” chapter of the Administrator’s Guide.

For an example that uses an amp, see “ Access Control Based on Client IP Address’ on page 45.
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6.0 Users and Authentication

MarkLogic Server authenticates users when they access an application. This chapter describes
users and the available authentication schemes, and includes the following sections:

e Users

e Types of Authentication

6.1 Users

A user in MarkL ogic Server is used to authenticate requests to a server. Users are assigned to
roles, which associate them with security attributes (privileges, permissions, and default
permissions).

You configure users in the Admin interface, where you assign a user a name, a password, a set of
roles, and a set of default permissions. To see areport of all of the security attributes associated
with agiven user, click onthe user : username link in the Admin interface screen for the given user.
For details on configuring usersin the Admin interface, see the“ Security Administration” chapter
in the Administrator’s Guide.

During the initial installation of MarkLogic Server, two users are created. One of the usersisan
authorized administrator who has the aamin role (the installation prompts for the username and
password for this user). The other user is a user named nobody, Which is created with no roles
assigned and is given a password which is randomly generated. For details about installing
MarkLogic Server, see the Installation Guide.

6.2 Types of Authentication

You can control the type of authentication for HTTP, WebDAV, and XDBC App Servers. This
section describes the following authentication schemes:

e Basic
¢ Digest

¢ Digest-Basic

e Application Level

6.2.1 Basic

Basic authentication is the typical authentication scheme for web applications. When a user
accesses an application page, she is prompted for a username and password. In basic mode, the
password is obfuscated but not encrypted.
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6.2.2 Digest

Digest authentication works the same way as basic, but offers encryption of passwords sent over
the network. When a user accesses an application page, she is prompted for a username and
password.

Note: If you change an App Server from basic to digest authentication, it will invalidate
all passwords in the security database. Y ou must then reenter the passwordsin the
Admin interface. Alternatively, you can migrate to digest-basic mode initialy,
then switch to digest-only mode once all users have accessed the server at least
once. Thefirst time the user accesses the server after changing from basic to
digest-basic scheme, the server will compute the digest password by extracting the
relevant information from the credentials supplied in basic mode.

6.2.3 Digest-Basic

The digest-basic authentication scheme uses the more secure digest whenever possible, but
reverts to basic authentication when needed. Some older browsers, for example, do not support
digest authentication. Digest-basic schemeis aso useful if you had previously used basic
authentication, but want to migrate to using digest. The first time the user accessesthe server after
changing from basic to digest-basic authentication scheme, the server will compute the digest
password by extracting the relevant information from the credentials supplied in basic mode.

6.2.4 Limitations of Digest and Basic Authentication

Since the browser does not provide away to clear a user’s authentication information in basic or
digest mode, the user remains logged in until the browser is shut down. In addition, thereisno
way to create a custom login page using these schemes. For certain deployments,
application-level authentication may be more appropriate.

6.2.5 Application Level

Application-level authentication bypasses all authentication and automatically logs all usersin as
a specified default user. You specify the default user in the Admin interface, and any users
accessing the server automatically inherit the security attributes (roles, privileges, default
permissions) of the default user. Application-level authentication is availableon HTTP and
WebDAV servers.

The default user should have required privilegesto at |east read the initial page of the application.
In many application scenarios, the user isthen given the opportunity to explicitly log in to the rest
of the application from that page. How much of the application and what data a user can access
before explicitly logging in depends on the application and the roles that the default user is part of .
For an example of thistype of configuration, see “ Custom Login Pages’ on page 44.
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7.0 Administering Security

This chapter describes the basic steps needed to administer security in MarkLogic Server. It does
not provide the detailed procedures for creating users, roles, privileges, and so on. For those
procedures, see the “ Security Administration” chapter of the Administrator’s Guide. This chapter
includes the following sections:

* Qverview of the Security Database

* Associating a Security Database With a Documents Database

* Managing and Using Objects in the Security Database

e Backing Up the Security Database

e Example: Using the Security Database in Different Servers

7.1 Overview of the Security Database

Authentication in MarkL ogic Server occurs viathe security database. The security database
contains security objects such as privileges, roles, and users. A security database is associated
with each HTTP, WebDAV, or XDBC server; typically, asingle security database services all of
the servers configured in asystem. Actions against the server are authorized based on the security
database. The security database works the same way for Enterprise Edition clustered systems asit
does for Standard Edition single-node systems; there is aways a single security database
associated with each HTTP, WebDAV, or XDBC server.

The configuration which associates the security database with the database and serversis at the
database level. HTTP, WebDAV, and XDBC servers each access a single documents database, and
each database in turn accesses a single security database. Multiple documents databases can
access the same security database. The following figure shows many servers accessing some
shared and some different documents databases, but all accessing the same security database.
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Sharing the security database across multiple servers provides a common security configuration.
You can set up different privileges for different databases if that makes sense, but they are all
stored in acommon security database. For an example of this type of configuration, see
“Example: Using the Security Database in Different Servers’ on page 37.

Besides storing users, roles, and privileges that you create, the security database also stores many
pre-defined privileges and several pre-defined roles. These objects help to control access to
privileged activitiesin MarkLogic Server. Examples of privileged activities include loading data,
accessing URIs, and so on. The security database isinitialized during the installation process. For
alist of al of the pre-defined privileges and roles, see the corresponding appendixesin the
Administrator’s Guide.

7.2 Associating a Security Database With a Documents Database

When you configure adatabase, you must specify which database isits security database. You can
associate the security database to another database in the database configuration screen of the
Admin interface. This configuration specifies which database the server will use to authenticate
users and authorize requests. By default, the security database is named Security. The following
screen shot shows the server configuration screen drop-list which specifies the security database.

security database I Security hd I

The security database.
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7.3 Managing and Using Objects in the Security Database

There are two mechanisms you can use to add, change, delete, and use objects in the security
database: the Admin interface and the security . xqy XQuery functions. This section describes the
types of things you can do with each of these mechanisms, and includes the following
subsections:

* Using the Admin Interface

e Using the security.xgy Module Functions

7.3.1 Using the Admin Interface

The Admin interface is an application installed with MarkLogic Server for administering
databases, servers, clusters, and security objects. The Admin interfaceis essentially an application
designed to manage the objectsin the security database (although it manages other things, such as
configuration information, too). You use the Admin interface to create, change, or del ete objects
in the security database. Activities such as creating users, creating roles, assigning privilegesto
roles, and so on are all done in the Admin interface. By default, the Admin interface application
runs on port 8001.

For the procedures for creating, deleting, and modifying security objects, see the Administrator’s
Guide.

7.3.2 Using the security.xqy Module Functions

The installation processinstalls an XQuery library to help you use security objectsin your
XQuery code. The security.xqy module file includes many functions which help you to access
user and privilege information, as well as functions to create, modify, and delete objectsin the
security database.

The functionsin security.xqy must be executed against the security database. You can use these
functionsto do awide variety of things. For example, you can write code to test which collections
auser has access to, and use that information in some logic in your code. There are many
functions and a very wide variety of things you can do with the security.xqy functions.

For the signatures and descriptions of the functionsin security.xqy, Seethe “MarkLogic Server
Built-In and Module Function Reference.”

7.4 Backing Up the Security Database

The security database isthe central entry point to al of your MarkLogic Server applications. If the
security database becomes unavailable, no users will be able to access any applications.
Therefore, it isvery important to create a backup of the security database. Use the database
backup utility in the Admin interface to back up the security database. For details, see the
“Backing Up and Restoring a Database” chapter of the Administrator’s Guide.
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7.5 Example: Using the Security Database in Different Servers

The security database typically is used for the entire system, including al of the HTTP, WebDAV,
and XDBC servers configured. You can create distinct privilegesto control access to each server.
If each server accesses a different document database, these privileges can effectively control
access to each database (because the database is associated with the server). Users then must have
the appropriate login privileges to login to the a server, and they therefore have no way of
accessing either the applications or the content stored in the database accessed through that server
without possessing the appropriate privilege. This example describes such a scenario.

Consider an example with two databases—DocumentsA and DocumentsB. DocumentsA and
DocumentsB share a single security database, Security. Security is the default security database
managed by the Admin interface on port 8001. There are two HTTP servers, ApplicationA and
ApplicationB, connected to DocumentsA and DocumentsB respectively.

ExecutePrivilegeA controls login access to ApplicationA, and ExecutePrivilegeB to ApplicationB.
RoleA is granted ExecutePrivilegeA and RoleB is granted ExecutePrivilegeB.

With this configuration, users who are assigned RoleA can access documents in DocumentsA and
users of RoleB can access documents in DocumentsB. Assuming that ExecutePrivilegeA or
ExecutePrivilegeB are appropriately configured as login privileges on every HTTP and XDBC
server that accesses either DocumentsA or DocumentsB, user access to these databases can
conveniently be managed by assigning users the role(s) RoleA and/or RoleB as required.

Admin I nterface

Port: 8001 < ApplicationA
DocumentsA
J Documents Database
i HTTP Server
Security ’
ExecutePrivilegeA-- RoleA
ExecutePrivilegeB -- RoleB
RoleA — UserAl, UserA2...
RoleB — UserB1, UserB2... ApplicationB
\_’r_ r ‘ DocumentsB I‘
Security Database | I e
HTTP Server
Documents Database
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Note: The Admin interface at port 8001 is also used to configure all databases, HTTP

servers, hosts, and so on. The connection between the Admin interface and
Security in the diagram simply indicates that the Admin interface is storing all
security objects—users, roles, and privileges—in Security.

The steps below outline the process to create the configuration in the above example.

1.

Create two document databases: DocumentsA and DocumentsB. Leave the security
database for the document databases as Security (the default setting).

Create two execute privileges: ExecutePrivilegeA and ExecutePrivilegeB. They represent
the privilege to access ApplicationA and ApplicationB respectively. ApplicationA and
ApplicationB are two HTTP servers that will be created later in the process.

Note: The new execute privileges created using the Admin interface are stored in

Security. The new roles and users created below will also be stored in Security.

Create two new roles. These roles will be used to organize usersinto groups and to
facilitate granting access to users as a group.

a

b.

C.

Create anew role. Name it RoleA.

Scroll down to the Execute Privileges section and select ExecutePrivilegeA. This
associates ExecutePrivilegeA with RoleA. Any user assigned RoleA will be granted
ExecutePrivilegeA.

Repeat the steps for RoleB, selecting ExecutePrivilegeB instead.

Createtwo new HTTP servers:

a

b.

e.

Create anew HTTP server. Name it ApplicationA.

Select DocumentsA as the database. ApplicationA is now attached to DocumentsA
which in turn uses Security asits security database.

Select basic, digest or digest-basic authentication scheme.

Select ExecutePrivilegeA in the privilege drop down menu. This indicates that
ExecutePrivilegeA is required to access ApplicationA.

Repeat the steps for ApplicationB, selecting ExecutePrivilegeB instead.

Create new users.

a

Create a new user named UserAl.
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b. Scroll down to the Roles section and select Rol€eA.
C. Repeat the steps for UserB1, selecting RoleB in the roles section.

UserAl will be granted ExecutePrivilegeA by virtue of itsrole (RoleA) and will have login
access to ApplicationA. Because ApplicationA is connected to DocumentsA, User Al will
be able to access documents in DocumentsA assuming no additional security requirements
are implemented in ApplicationA, or added to documents in DocumentsA. The
corresponding is true for UserBL.

The configuration process is now complete. Additional users can be created by simply repeating
step 5 and selecting the appropriate role. All users assigned RoleA will have login accessto
ApplicationA and all users assigned RoleB will have login access to ApplicationB.

This approach can also be easily extended to handle additional discrete databases and user groups
by creating additional document databases, roles and execute privileges as necessary.
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8.0 Sample Scenarios For Defining Security Policies

This chapter describes some common scenarios for defining security policiesin your applications.
The scenarios shown here are by no means exhaustive; there are many possibilities for how to set
up security in your applications. The following sections are included:

* General Steps for Creating and Implementing Security Policies

e Restricting Document Access to a Particular Program

e Choosing the Access Control Option for an Application

8.1 General Steps for Creating and Implementing Security Policies

This section defines the general steps needed when using security in an application. Because of
the flexibility of the MarkL ogic Server security model, there are many different waysto
implement similar security policies. These steps are simple guidelines; the actual steps you take
will depend on the security policies you need to implement.

1 Determine your security policies. Try to have answers for the following types of
guestions:

*  What documents do you want to protect?
» What code do you want to control the execution of?

» Arethere any natural categories you can define based on business function (for example,
marketing, sales, engineering)?

* What isthelevel of risk posed by your users? Will the applications be used only by
trusted, internal people or will they be open to a wider audience?

* How sensitive is the data you are protecting?

2. Based on your security policies, plan out roles and privileges.

a. Determinethe level of granularity with which you need to protect objectsin the
database.

b. Determine how you want to group privileges together in roles.
3. Create needed URI and execute privileges.
4. Create roles.
S. Create users.

6. Assign usersto roles.

Release 4.2 —October, 2010 Understanding and Using Security Guide—Page 40



MarkLogic Server Sample Scenarios For Defining Security Policies

7. Set default permissions for users, either indirectly through roles or directly through the
users.
8. Protect code with xdmp : security-assert functions, where needed.

9. L oad datawith the appropriate permissions. If needed, change the permissions of existing
data usi ng the xdmp : document -add-permissions, xdmp:document - set-permissions, and

xdmp : document -remove-permissions functions.

10.  Assign access privilegesto HTTP, WebDAV, and XDBC servers as needed.

8.2 Restricting Document Access to a Particular Program

If you load XQuery code into a modules database, you can use execute permissionsto control
who can run a particular XQuery module document. Then, a user must poSsess execute
permissions to run the module. To set up amodule to do this, perform the following steps:

1 Specify amodules database in the configuration for the application server (HTTP or
WebDAV) in which you want to control the execution of an XQuery module.

2. L oad the XQuery module into the modules database, using a URI with a . xqy extension.

3. Set execute permissions on the . xqy document for a given role. For example, if you want
users with the run_application role to be able to execute an XQuery module with a URI
http://modules/my module.xqy, FUn aquery similar to the following:

xdmp : document -set-permissions ("http://modules/my module.xqgy",
xdmp:permission("run application", "execute") )

Now only users with the run_application role can execute this document, effectively disallowing
everyone who is not part of the role from running the application.

Note: Because the application code might also contain amped functions, this technique

can help restrict access to applications that use amps to run functions at higher
levels of authority than those possessed by the user who runs them.
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8.3 Choosing the Access Control Option for an Application

The role-based security model in MarkL ogic Server combined with the supported authentication
schemes give devel opers numerous application access control options. This section describes the
following common application access control aternatives:

* No Access Restriction

¢ Uniform Access for All Users in the Security Database

* Limiting Application Access to a Subset of Users

¢ Custom Login Pages

e Access Control Based on Client IP_Address

For details on the different authentication schemes, see “ Types of Authentication” on page 32.

8.3.1 No Access Restriction

This approach is appropriate if security isnot a concern for your MarkLogic Server
implementation or if you arejust getting started and want to explore the capabilities of MarkL ogic
Server before contemplating your security architecture.

You can turn off access control for each HTTP or WebDAV server individually by following these
steps using the Admin interface:

1. Go to the Configure tab for the HT TP server for which you want to turn off access control.

2. Scroll down to the authentication field and choose application-level for the authentication
scheme.

3. Choose a user with the aamin role for the default user. For example, you may choose the
admin user you created when installing the software.

Note: To assist with identifying users with the aamin role, the default user selection field
places (admin) next to admin users.

In this scenario, all users accessing the application server are automatically logged in with a user
that has the aamin role. By default, the aamin role has the privileges and permissions to perform
any action and access any document in the server. Therefore, security is essentially turned off for
the application. All users have full access to the application and database associated with the
application server.

8.3.2 Uniform Access for All Users in the Security Database

This approach allows you to restrict application access to usersin your security database, and
gives those users full accessto all application servers defined in MarkLogic Server. There are
multiple ways to achieve the same objective but thisis the simplest way. Using the Admin
interface:
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1. Go to the Userstab under security.

2. Give all usersin security database the admin role.

3. Go to the Configuration tabs for all HTTP and WebDAV serversin the system.

4, Go to the authentication field and choose digest, basic or digest-basic authentication.

5. Leave the privilege field blank since it will have no effect in this scenario. Thisfield
specifies the privilege that is needed to log into application server. However, the users are

assigned the aamin role and are treated as having all privileges.

In this scenario, all users must authenticate with a username and password. Once they are
authenticated, however, they have full accessto al functions and data in the server.

8.3.3 Limiting Application Access to a Subset of Users

This application access control method can be modified or extended to meet the requirementsin
many application scenarios. At the same time, it uses more of the available security features and
therefore requires a better understanding of the security model.

To limit application access to a subset of the usersin the security database, perform the following
steps using the Admin interface:

1. Create an execute privilege to represent the privilege to access the application server. We
will refer to this execute privilege as exe-priv-appl.

2. Create arole named role-appl that has exe-priv-appl execute privilege.

3. Add role-appl to theroles of all usersin the security database who should have accessto
the application server.

4, In the Configuration page for the application server, scroll down to the authentication field
and select digest, basic or digest-basic. If you want to use application-level authentication
to achieve the same objective, a custom login page is required. See the next section for
details.

5. Select exe-priv-appl for the privilege field. Once thisis done, only the users who have the
exe-priv-appl by virtue of their role(s) will be able to access this application server.

Note: If you want any user in the security database to be able to access the application,
leave the privilege field blank.
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At this point, the application access control is configured. However, this method of authentication
needs to be accompanied by the appropriate security configuration. For example,

xdmp : document -insert () and xdmp : document -load () will throw excepti ons unless the user
possesses the appropriate privileges. Also, users must have the appropriate default permissions
(or specify the appropriate permissions with the API) when creating new documentsin a
database; for any document created by a user who does not have the aanin role, the document
must be created with at |east one update permission or else the transaction will throw an
XDMP-MUSTHAVEUPDATE €Xception. The update permission is required because otherwise the
documentswould be created but no user (except users with the aamin role) would be able to access
them, including the user who created them.

8.34 Custom Login Pages

Digest and basic authentication use the browser’s username and password prompt to obtain user
credentials. The server then authenticates the credential s against the security database. Thereisno
good way to create a custom login page using digest and basic authentication. To create custom
login pages, you need to use application-level authentication.

To configure MarkLogic Server to use a custom login page for an application server, perform the
following steps:

1. Go to the Configuration tab for the HTTP or XDBC server for which you want to create a
custom login page.

2. Scroll down to the authentication field and select application-level.

3. Choose nobody as the default user. The nobody user is automatically created when
MarkLogic Server isinstalled. It does not have an associated role and therefore has no
privileges. Nobody can only access pages and perform functions for which no privileges
are required.

4, Create a custom login page that meets your needs. We will refer to this page as1ogin. xqy.

5. Make 10gin.xqy the default page displayed by the application server. Do not require any
privilege t0 access 10gin.xqy (that is, do not p| adCe xdmp: security-assert () inthe
beginning of the code for 10gin.xqy. Thismakes 10gin.xqy accessible by nobody, the
default user specified above, until the actual user logs in with his credentials.

The 10gin.xqy page will likely contain a snippet of the code as shown below:

. .return
if xdmp:login($username, S$password) then
. protected page goes here...
else
. redirect to login page or display error page...
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Therest of thisexample assumesthat all valid users can access all the pages and functions
within the application.

6. Create arole called application-user-role.

7. Create an execute privilege called application-privilege. Add this privilege to the
application-user-role.

8. Add the application-user-role to al users who are allowed to access the application.

9. Add this snippet of code before the code that displays each of the pagesin the application,
except for 10gin.xqy:

try

{

xdmp:security-assert ("application-privilege", "execute")

}

catch (se)

{

xdmp:redirect-response ("login.xqgy")

}

or

if (not (xdmp:has-privilege ("application-privilege", "execute")))
then
(
xdmp:redirect-response ("login.xqgy")
)

else ()

This ensures that only a user who has the application-privilege by virtue of hisrole can access
these protected pages.

Similar to the previous approach, this method of authentication requires the appropriate security
configuration. See “Introduction to Security” on page 6 for background on the security model.

8.3.5 Access Control Based on Client IP Address

MarkLogic Server supports deploymentsin which a user is automatically given access to the
application based on the client IP address.

Consider a scenario in which a user is automatically logged in if he is accessing the application
locally (as local-user) or from an approved subnet (as site-user). Otherwise, the user is asked to
login explicitly. The steps below describe how to configure MarkL ogic Server to achieve the
desired access control.
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1. The first step isto configure the application server to use a custom login page:

a. Go to the Configuration tab for the HTTP or WebDAV server for which you want to
create a custom login page.

b. Scroll down to the authentication field and select application-level.

c. For this example, choose nobody as the default user. The user nobody is automatically
created when MarkL ogic Server isinstalled. It does not have an associated role and
hence has no privileges. Nobody can only access pages and perform functions for
which no privileges are required.

d. Add the following code snippet to the beginning of the default page displayed by the
application, e.g. default.xqy.

xquery version "0.9-ml"

declare namespace widget ="http://widget.com"
import module "http://widget.com" at "/login-routine.xgy"

let slogin := widget:try-ip-login()
return
if (Slogin) then
<html>
<body>

The protected page goes here.
You are {xdmp:get-current-user ()}
</body>
</html>
else
xdmp:redirect-response ("login.xqgy")

Thetry-ip-10gin () functionisdefined in login-routine.xqy. It isused to determineif the user can
be automatically logged in based on the client IP address. If the user cannot be logged in
automatically, he will be redirected to alogin page called 10gin.xqy Where he hasto login
explicitly. See " Custom Login Pages’ on page 44 for example code for 10gin. xqy.

2. Next, we will define try-ip-login():

a. Create afile named login-routine.xqy and place the file in the Modul es directory
within the MarkL ogic Server program directory. You will create an amp for
try-ip-login() inlogin-routine.xqy in the next code sample. For security reasons, all
“amped” functions must be located in the specified Modules directory or in the
Modules database for the server.
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b. Add the following code to login-routine.xqy:

xquery version "0.9-ml"

module "http://widget.com"
declare namespace widget ="http://widget.com"

define function try-ip-login()as xs:boolean

{

}

let $ip := xdmp:get-request-client-address()

return

if (compare ($ip,"127.0.0.1") eq 0) then (:local host:)
xdmp:login("localuser", ())

else if (starts-with($ip, <approved-subnet>)) then
xdmp:login("site-user", ())

else
false ()

If the user is accessing the application from an approved I P address, try-ip-login() logsinthe
user with username local-user or site-user as appropriate and returns true (). Otherwise,
try-ip-login() refUrNS false() .

Note: In the code snippet above, the empty sequence () is supplied in place of the actual

passwords for local-user and site-user. The xdmp-10gin pre-defined execute
privilege grants the right to call xamp:10gin () Without the actual password. This
makes it possible to create deployments in which users can be automatically
logged in without storing user passwords outside the system.

3. Finally, to ensure that the code snippet above is called with the requisite xdmp-login

privilege, we will configure an amp for try-ip-1login():

a. Createaroleinthe Admin interface called login-role.

b. Assign the xamp-10gin pre-defined execute privilege to login-role. The xamp-10gin
privilege gives a user of the 10gin-role theright to call xamp:10gin() for any user

without supplying the password.

c. Create an amp for try-ip-login () asshown below:
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New Amp ok cancel

amp -- A role amplification.

local name Lt y-ip-login

A function local-name.
Required. You must supply a value for local-name.

namespace Fittpo: ficlget . com

A namespace.
Required. You must supply a value for namespace.

document uri Nogin-library oy
A document's LRI
Required. You must supply a value for document-uri.

database I (filezystem) = l

A database the module is found in.

roles -- The roles assighed.

r admin
r admin-buitting
r domain-management

r filesystem-access

An amp temporarily assigns additional role(s) to a user only for the execution of the specified
function. The amp above gives any user who is executing try-ip-1ogin () thelogin-role
temporarily for the execution of the function.

In this example, default.xqy is executed as nobody, the default user for the application. When
try-ip-login () iScalled, nobody istemporarily amped to the login-role. Nobody is temporarily
assigned the xdmp : 10gin execute privilege by virtue of the 10gin-ro1e. Thisenables nobody to call
xdmp:login () INtry-ip-login () fOr any user without the corresponding password. Oncethelogin
process is completed, the user will access the application with the permissions and privileges of
local-user or site-user as appropriate.

4, The remainder of the example assumes that local-user and site-user can access al the
pages and functions within the application.

a. Create arole caled application-user-role.

b. Create an execute privilege called application-privilege. Add this privilege to the
application-user-role.

c. Add the application-user-role to local-user and site-user.
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d. Add this snippet of code before the code that displays each of the subsequent pagesin
the application:

try

{

xdmp:security-assert ("application-privilege", "execute")

}

catch (se)

{

xdmp:redirect-response ("login.xqgy")

}

or

if (not (xdmp:has-privilege ("application-privilege", "execute")))
then
(
xdmp :redirect-response ("login.xqy")
)

else ()

This ensures that only the user who has the application-privilege by virtue of hisrole can access
these protected pages.
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9.0 Technical Support

MarkL ogic provides technical support according to the terms detailed in your Software License
Agreement or End User License Agreement. For evaluation licenses, MarkLogic may provide
support on an “as possible’ basis.

For customers with a support contract, we invite you to visit our support website at
http://support.marklogic.com to access information on known and fixed issues.

For complete product documentation, the latest product release downloads, and other useful
information for developers, visit our developer site at http:/developer.marklogic.com.

If you have questions or comments, you may contact MarkLogic Technical Support at the
following email address:

support@marklogic.com

If reporting a query evaluation problem, please be sure to include the sample X Query code.
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